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FIG. 2 



Allow a content originator to publish a 
file on a content server and to specify 
what users are authorized to access the file 



Files stored on the content server 
are replicated on the replica servers 



A client requests a file from the 
content server via a URL request 



Determine if the user has been granted 
authorization to access the file(s) 
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If the user has been granted authorization access, 
then generate a ticket that includes an identifier 
identifying the particular file(s) on the replica server 
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Create a redirect URL by modifying the client's URL 
request to identify the replica server and by augmenting the URL 
request with the ticket authorizing access to the particular file(s) 
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Verify the ticket on the replica server and 
return the requested file(s) to the client 
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1 . Request 
document 
via URL 
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2. Redirect to new URL + 
transfer ticket 



3. Request new URL + transfer ticket 

4. Redirect to URL + new ticket 

5. Request UR L + ticket 

6. Respond with content 
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